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In the digital age, cyber is everywhere. Which means cyber risk now permeates nearly every aspect of 
how we live and work. Increased use of technology and globalization are key drivers of cyber risk, but 
they are also key sources of competitive advantage. As the world becomes more connected, cyber threats 
are growing in number and complexity. Cyber is moving in new directions – beyond and organization’s 
walls and IT environments. Cyber today isn’t merely a technology issue. It’s a strategic business risk that 
will continue to affect every facet of every organization. 

The ever-increasing attack surface, challenges related to legacy systems and technical debt, talent 
shortages, and visibility blind spots continue to compound the problem for organizations to effectively 
managing Cyber risk. Ransomware, supply chain security, business email compromise, and insider threat 
continue to dominate the news cycles. 

Cyber risk is an imperative for everyone within the enterprise—but ultimate responsibility for overseeing 
risk rests with top leaders. Many board members and C-suite executives, however, are far removed from 
the day-to-day challenges of monitoring, detecting, and responding to evolving cyber risks. Effective 
cyber risk management starts with awareness at the board and C-suite level.  

Realizing that at some point the 
organization will be breached, 
leaders should work to 
understand the most significant 
threats and how those threats 
can put mission-critical assets at 
risk. As the C-suite take a more 
active role in protecting their 
organizations, many will struggle 
to ensure that their efforts are 
effective. What are their 
responsibilities? Which competencies should they be cultivating? What are the right questions to ask? 
Faced with such questions and an evolving threat landscape, preparing for every possibility can prove 
daunting. So, planning for what’s probable—not just possible—offers a prudent path forward for leaders. 

CEOs need to drive cyber awareness and organization wide “Tone at the Top” by participating in 
organizational awareness programs demonstrating due diligence, ownership, and effective governance of 
cyber risk. One way to accomplish this is by instituting a metrics driven conversation between the 
CEO/Board and IT and asking the right questions at the right time. 
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